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Richmond, VA, 23225

Call to Order

A meeting of the Virginia Cybersecurity Planning Committee was called to order at 1:01 pm. Mr. Watson
welcomed the members.

Presiding

Michael Watson, Committee Chair, Chief Information Officer, Virginia IT Agency

Members Present

Timothy Wyatt, Committee Vice Chair, Director of Information Technology, County of York
Troy Adkins, Broadband Infrastructure Program Manager, Chickahominy Indian Tribe
Diane Carnohan, Chief Information Security Officer, Virginia Department of Education
Charles DeKeyser, Major, Virginia Army National Guard

Charles Huntley, Director of Technology, County of Essex

Brandon Smith, Chief Information Officer, Department of Elections

Robbie Coates, Director, Grant Management and Recovery, Virginia Department of Emergency
Management

Derek Kestner, Information Security Officer, Supreme Court of Virginia

Chris Mowry, Chief Information Technology Officer, Virginia State Police

Members Attending Virtually

Uma Marques, Information Technology Director, Roanoke County Government

Members Not Present

Beth Burgin Waller, Chair, Cybersecurity and Data Privacy Practice, Woods Rogers Vandeventer Black
Brenna R. Doherty, Chief Information Security Officer, Department of Legislative Automated Systems

Staff Present

April Gauldin, Legal & Legislative Services Coordinator, Virginia IT Agency
Mary Fain, Director of Information Security Programs, Virginia IT Agency
Janet Logan, Project Manager, Virginia IT Agency

Jaime Hoyle, Director of Legal and Legislative Services, Virginia IT Agency
Ephfrom Walker, Legal Compliance and Policy Specialist, Virginia IT Agency
Jennifer Guild, Assistant Director of Communications, Virginia IT Agency

Review of Agenda
Ms. Gauldin provided an overview of the agenda.

Approval of Minutes
The March 18 meeting minutes were displayed on the screen. Upon a motion by Mr. Wyatt and duly
seconded by Mr. Smith, the committee unanimously voted to approve the March 18 meeting minutes.
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Finances

Ms. Fain presented the financial update. There are no significant changes from the last meeting. With
regards to allocation tracking, firewall, vulnerability and Endpoint Detection Response (EDR) are all fully
allocated. For Data inventory and Secure Remote Network Access (SRNA), there is a remaining $3.5
million that will be used for implementation support. Tools have been identified for asset inventory that
will allow us to cover the six domains with three tools. There is still outstanding pricing on data inventory
and SRNA, specifically for implementation and support resources for those areas. Firewalls will be
addressed at the end of the Phase once we have pricing completed for the other areas. Currently,
updates are being made to federal documentation so that we can submit the reimbursement requests.
There is a backlog from the shutdown, and the process has been lengthened due to validation of
numbers and categories.

Phase 2 Project Update

Ms. Logan discussed Phase 2 project status. There are currently four areas still in flight: asset inventory,
data inventory, SRNA, and firewalls. There has been an average of about 10 percent in each category that
has withdrawn. We will review further information towards the end of the phase for entities that have
been deferred. Mr. Smith asked if there is a better picture of firewall requests. The Chair commented that
it is between three to five and that it is expensive to ask for both hardware and years of maintenance. Ms.
Logan reviewed the current projected timeline for Phase 2. Ms. Logan shared the projected timeline for
the remainder of Phase 2. There are currently six program areas in flight. Deployments for Endpoint
Detection Management (EDM) and Vulnerability Management (VM) have been completed and are in
maintenance phase through July 2026. The detailed planning for Asset Inventory is going to be
completed by the end of May 2026 and closed out in March of 2027. We are currently looking at three
tools for this area, which are expanding the timeline length. There are currently only two tools in data
inventory and that will be closing a little earlier than projected, likely February 2027. Detailed planning for
SRNA will be embarking in June 2026. There are a good number of responses and consent agreements
from applicants for SRNA, so deployment should begin in the fall of 2026 with close out in early 2027.
Data is still being gathered for detailed analysis for Firewall planning. Vulnerability Management and EDR
have been closed out, and training has been provided to localities. There are some remaining licenses
and those still in need that have already participated in the program will be looked at to receive those
licenses. There had initially been seven EDR deployments, but that number is still growing. There will be
an update on the Falcon Complete transition at the next meeting. Ms. Marques asked if localities could
get more insight into what has been contracted and procured by the state so that localities can start
planning. As of right now, they do not have insight into these contracts. Chair Watson agreed that we can
start working on that and that the Commonwealth is happy to collaborate to help keep costs down with
group pricing. Mr. Smith asked if, as we are completing phases and closing out projects, we are indexing
or surveying feedback about how it worked for the vendor and how the localities feel about the product.
Ms. Logan assured that we have done that for Phase 1 projects so far and Chair Watson agreed that it
would be helpful to make those aggregated results available, but to be aware that prices might increase
down the road. Ms. Logan shared that asset inventory and data inventory have entered the detailed
planning stage and are moving at a decent pace. Work with the localities began in December but has
been challenging due to receiving consent agreements back at a slower pace or not at all. With
continuous follow-up required, a cutoff point needs to be determined on when we withdraw localities if
we haven't heard back from them. Ms. Marques commented that, in her organization, the point of
contact for the project had left their position and the messages had not been forwarded to another
contact. She recommended collecting a primary and secondary point of contact so that information is
not missed. Chair Watson agreed that it is a good method going forward as well as sending out notes to
the remainder of non-responses at the end of June and then closing out if there is no further response.
We are currently halfway through consent agreements for SRNA and have gotten a good response rate.
Selection and contract negotiation for the grant program locality Security Operations Center (SOC) is
currently in progress. In the meantime, Falcon Complete will be in place to bridge the monitoring function



and identify alerts for up to one year. Ms. Carnohan asked if this will be monitored at the state or locality
level. Chair Watson stated that it will be both and that Memorandums of Understanding (MOU) are
established between VITA and the localities so that local teams can do what they need to.

Phase 3 Survey Results and Follow Up

Ms. Fain reviewed the four possible options for Phase 3 that were presented at the last meeting. During
discussion at the last meeting, it was decided that workforce development/training and patch
management were the most needed areas to concentrate on during Phase 3. Ms. Fain reviewed the
questions that were brought up during the last meeting by the committee members and subsequently
addressed in the survey sent out to localities following the meeting. Ms. Fain reviewed the demographics
of the survey result respondents. There were over 118 responses, evenly split between localities, higher
education, and others (regional entities, tribal governments, etc.). According to statistics, there was a
fairly distributed audience, with Northern Virginia being the smallest region of participation. One of the
guestions on the anonymous survey was the staff size of the IT team. Of those that responded, half of
them have five or less employees with about a quarter of respondents with 11 or more. Some of the
entities that were screened out as not eligible were nonprofits and vendors. Regarding workforce
approach, almost half chose a flexible or tiered model as most beneficial, but they have no clear path to
funding for further training. Respondents said that they need at least a six-month lead time to get this
training into the budget cycles, but it would probably be closer to 12 months. As for operational impacts,
respondents said that it could be challenging but a T-=2-month lead time would help, as well as sending
anywhere from 1-3 people to training simultaneously. In response to training areas, there was a strong
preference for tool specific training as well as general framework and best practice (NIST, etc.). For
training delivery format, the majority of respondents prefer some sort of on demand or self-led training,
with instructor led either virtually or in-person following closely behind. Not many respondents were
interested in certification prep or long programs (6-month course, etc.). For the question of the ability of
the localities to make retention and compensation commitments, it seems feasible according to
responses, but it will put a lot of the legwork on the localities and cooperation with their human resources
and legal teams since this hasn't been done before. The biggest factor in responses to compensation are
the budget constraints that localities face.

Ms. Fain then shared survey results regarding patch management. The survey asked the respondents
what their current process is today. Most respondents were in an inconsistent ad-hoc state. The
respondents noted that the areas that assistance is needed are in processes and Standard Operating
Procedures (SOP), but most respondents need both as well as remediation and process development.
The barriers to getting this assistance are mostly tools and resources. The survey asked respondents if
they would be interested in participating and the most popular response was that they needed more
information, but there is definitely interest. Mr. Smith asked if the respondents that are ready to commit
line up with the 17% that have no process at all or ad hoc for patch management. Ms. Fain confirmed
that it lined up with regards to patch management but that the numbers for training were all over the
place. Chair Watson stated that our next step needs to be outlining what a program would look like and
sending out a notice to see if they are ready to engage in these two categories.

Ms. Fain then presented the budget allocations. Year One is fully allocated between M&A, SOC, Phase 2,
and assessments. Year Two is fully allocated between the locality SOC and Phase 2. For Year Three,
there is a tentative hold for support and SOC, leaving $10 million open to discussion. Chair Watson
referenced back to the Phase 3 options slide and asked the committee what they want to do with this
money. The question is are the survey results enough to shape what we are doing with the remaining
funds, or do we need to shift funding to/from firewalls or expand on what we already have. Mr. Smith
asked if we have a number for firewalls and Chair Watson stated that it is whatever we have left because
it could eat up the remaining funds. Chair Watson asked if we have enough information to make a plan. It
would likely be some sort of computer-based training that would, hopefully, be free. We could approach
some of our partners like AWS and MS to help supply low cost or free offerings for localities. For the tool
aspect, it would be trickier since we don't know what types of tools to train for. It could be part of the
program that we provide generic or open-source training. Major Dekeyser noted that his analysts struggle



to digest operational data from Crowdstrike and it could potentially overwhelm the localities with the
amount of information captured. Ms. Carnohan agreed and asked how many localities would be seeing
that data. It feels like that might be too detailed and not the training that the localities are looking for.
They would get more value out of understanding high-level information and smaller teams don't have the
expertise to go that deep. They need to know what they are supposed to be looking at instead of all of it.
Ms. Marques stated that the problem isn't the training itself, it's having extra bodies to make the training
able to do. The tools are not the problem; people are the biggest problem. She asked if we could use
grant funding to hire people and Chair Watson denied that stating that it is part of grant requirements.
Ms. Marques followed up asking if the money could go to hiring contractors or consultants and Chair
Watson agreed as long as it doesn't supplant funds. Mr. Smith shared that people resources vary per
locality and it might be best to give them refreshers on programs they are already using since things
change quickly. He also cautioned sending consultants into certain environments as it could become
contentious. Ms. Carnohan shared that the Department of Education uses Udeme to find where their
skillset is and for training on technical skills on a certain pathway. Chair Watson agreed that we want to
give a variety of training opportunities so that we meet several needs, both with topics and skill levels.
Chair Watson then asked the committee what tools need to be put in place and what major areas that
will be most helpful in being implemented. Mr. Wyatt suggested that it is just a case of making them
aware of what they are missing and a centralized way to push out patches. Ms. Marques suggested that
the biggest barrier is working with business departments and being unable to move quickly because of
approvals. Speaking with these business units and communicating the risk to them that it is worth
stopping the service to fix the problem rather than live with the vulnerability. Ms. Carnohan suggested a
risk-based approach like explaining what the highest risk is that closes the biggest gap. Chair Watson
agreed that we need a risk-based capture. He stated that we will come back with a model representing
what was talked about during this meeting and will present it at the next meeting. This will inform what
Phase 3 looks like, but we have time to add on if we need to.

Post Federal Grant Planning

Chair Watson discussed that we are approximately 12-18 months from the end of receiving federal grant
monies. He asked if there was any interest in continuing what we are doing and how do we do that. He
shared that the Joint Commission on Technology and Science (JCOTS) has shown interest in the
program and has started conversations on how the program is a success and how it has impacted
localities. The next step is seeing how we want to structure the program going forward. The Chair likes
the governance model that is currently in place, but it does not have to stay this way. If there are specific
things that we want to focus on as a committee, how do we want to go about capturing that and
incorporating it into the overall approach. The Chair stated that during the next meeting we will have a
larger discussion on how we want to frame the committee moving forward, as well as build out and drum
up support. By early 2027, we will need to have an idea of what type of support and structure we want to
have going forward.

Public Comment Period

There was one public commenter, Karen Cole from Assura Inc. She shared concerns that she had heard
from their clients regarding the locality SOC.

Other Business

Chair Watson opened the floor for other business. The Chair shared the roadmap of where we are going
and brought up the possibility of switching from a planning committee to and an ISAC, with the
committee members being over the ISAC, since it has a pre-formed structure that we could borrow from.
Ms. Carnohan asked if we are looking at a risk-based approach, is there a way that we can showcase the
growth from where we started to where we look at the end? The Chair assured that we can look at the



maturity level of each area that was addressed and use that as a way to present to legislators and other
stakeholders.

Ms. Gauldin discussed travel forms. Chair Watson cancelled the next meeting in June and Ms. Gauldin
noted the next meeting will be July 15" at 10am.

Adjourn
Upon a motion by Mr. Huntley and duly seconded by Mr. Adkins, the Committee meeting was adjourned
at 2:45 pm.
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